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World War II history shows the danger of
DOGE privacy violations
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Under the leadership of Elon Musk, and blessed by President Donald
Trump, DOGE is trampling over the data privacy rights of government
workers and U.S. citizens.

The so-called Department of Government Efficiency has taken
unprecedented control of the Treasury Department’s payment systems
and accessed sensitive Social Security records, health records, financial
records and more. Worse, the task force is acting without transparency or
accountability to the American people. We don’t even know if DOGE
employees have the necessary security clearances or follow protocols to
protect information from getting into the wrong hands. 

What DOGE is doing is harmful, but isn’t new. It’s historically bad.

Article continues below this ad

IBM’s collaborations with Hitler’s Nazi regime started with data privacy
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violations. The U.S. government’s wrongful incarceration of Japanese
Americans during World War II also began with data privacy violations.
Understanding the historical parallels shows us why we need to stop
these privacy violations now before they lead to even worse outcomes for
all of us. 
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During World War II, a public-private data collaboration led to the deaths
of millions. According to voluminous research by analyst and author
Edwin Black, IBM played an instrumental role in facilitating the Hitler
regime’s murder of millions of Jewish people and other minorities in
Germany.
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It was IBM’s punch card technology that allowed the Nazis to track the
number of Jewish individuals in Germany. IBM worked with Hitler’s
government to create systems to manage data involving the identity and
location of Jews and others that were deemed suspicious or undesirable.
IBM leased its machines (early predecessors of the modern computer)
and sent employees to provide services and consultations to Nazi
Germany. The Holocaust would have happened even without IBM’s
participation, but the company’s willing cooperation in data privacy
violations likely hastened the deaths of many.
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Today, we have moved far past punch card machines. Musk’s team is
using modern computers, the internet and artificial intelligence to collect
and use personal data from government workers and U.S. citizens, and
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much of this is being done outside the bounds of law.

Despite Musk’s performance of “awkward hand gestures” resembling
Nazi salutes, it is unlikely that DOGE in its current form is planning to use
our personal data to kill millions of people. However, we should learn from
the failures of history and recognize that misuse of data, and improper
collection of data, are always a threat to individual rights. We must hold
DOGE to account and not let Trump and Musk continue to violate
longstanding legal and constitutional protections for privacy rights.

Another historical example that shows us why DOGE’s privacy invasions
are dangerous. The United States often glosses over its own historical
mistakes, but the unwilling incarceration of Japanese Americans during
World War II is another instance of how government violations of privacy
rights can lead to terrible outcomes.

In 1942, President Franklin Roosevelt ordered the detainment of 120,000
Americans of Japanese descent, many of them U.S. citizens. According
to research reported in 2000 and 2007, the government engineered this
wrongful incarceration by secretly misusing national census data to
identify and locate Japanese Americans. The Census Bureau willingly
turned over names and addresses, despite longstanding confidentiality
principles, leading to a mass violation of constitutional and civil rights.

At the time, this sharing of personal data was legal, through a relaxation of
privacy controls instituted during the war. However, that did not make the
privacy invasions, and subsequent abuses, any better. Similarly, some of
DOGE’s attempts to access personal information, including financial
information, may be of uncertain legal status. But inappropriate access to,
collection of, and use of personal information by government officials is
always a threat to privacy rights.

These historical examples make it clear why we cannot let Trump and
Musk continue to trample over our data privacy rights. States, advocacy
groups and individuals should use the legal process to sue the Trump
administration for unlawful violations of privacy law, including the Privacy
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Act of 1974. Congressional representatives should call Musk and other
administration agents in for hearings. While it may be too much to ask for
Congress to pass a federal privacy law in this chaotic time, our legislators
should at least attempt to force the executive branch to follow the laws we
already have.

Government workers should do all they can to resist, and where they can,
to speak about what is happening. Journalists must continue to shed light
on DOGE and report every legal and constitutional violation to the public.
Above all, individual Americans must remember that our voice matters,
and we can speak out against authoritarian tactics like unlawful privacy
invasions. 
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The privacy invasions orchestrated by Trump and Musk have historical
precedent, from IBM’s collaboration with Nazi Germany to America’s
misuse of census data to force Japanese Americans into prison camps.
These historical parallels prove why we need to fight for our privacy rights
now before we again make the mistakes of the past.

Privacy is a fundamental right. If we do not fight to protect it, we stand to
lose it.

Tiffany C. Li is an associate professor of law at the University of San
Francisco School of Law and a recognized expert in technology and
privacy. 


